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Summary of Problem 
 
As technology changes and advances, authentication and passwords have become more and more 
important.  With the recent security breach at the La Jolla site that came as a result of a lost 
password, it is important that an updated password policy be written and enforced.  Mutandum 
used to have strong password policies in place.  However, over the years, changes in technology 
and staff displeasure with the policies have led to a lack of enforcement.  Mutandum needs a new 
and enforceable password policy that all areas of the company will be subject to, and the policy 
must be supported by management. This report presents an analysis of the current vulnerabilities 
and threats found at Mutandum. Then, after identifying the vulnerabilities and threats, we were 
able to provide solutions that will help prevent another password security breach from occurring.  
 
Impact Assessment: 
At the La Jolla site, there were suspected password breaches, which are considered to be the result 
of an internal threat. If another similar security breach occurs, this could cost the company in more 
than one way. When passwords are compromised, this increases the chance of major security  
breaches occurring, as these passwords are used to authenticate users when accessing   
information, which in many situations will be sensitive. This information could not only hurt a  
company’s financial situation, but also its image.  
 
As with any pharmaceutical company, Mutandum needs to maintain confidentiality of any new or  
upcoming medications.  Securing their information is a priority, as competition in the generic drug  
market is extremely high. On average, it takes companies 12 years to develop a new product, and  
costs anywhere between $400 million to $1 billion per drug. If any drug ingredients or  
manufacturing processes were to leak before the company files for a patent, this would greatly  
increase competition. Considering how much money the company invests in developing their  
product, not having the 10 years of sales with a patent would prove to be a heavy cost. 
 
Regardless of losing important product and research information, there is still a lot of risk if a 
system breach occurs.  Mutandum not only stores information pertaining to the medicine in their 
system, but they also store a wide range of financial and strategic information. This information 
includes employee information, researcher information, facility information, and even sensitive 
personally identifiable information, like the names and medical histories of participants in drug 
trials. All of this information is considered to be confidential, and making sure this information 
does not get out is essential.  This information may include full names, social security numbers  
address, testing procedures, testing location, and maybe even health records for those who have  
using the drugs during the testing period.  In the case of an information leak, this could put  
individuals at risk of identity theft or other forms of harm.  A security breach like that, if leaked to 
the media, would do a lot of harm to the company’s image. 
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Vulnerability/Threat Identification 
 
Vulnerabilities: 
Given the importance of the work Mutandum is conducting, any vulnerabilities should be scrutinized 
because of its impact on information assurance. The current password policy is especially vulnerable 
to system attacks, and the password policy isn’t enforced in any meaningful way. As a result, 
attackers have already been able to breach the system, and an unknown amount of damage was done. 
Having a strong password policy is one of the first lines of defense against internal and external 
threats because passwords can be the first line of defense against an attacker and a company's 
confidential information. 
 
Vulnerability within a system can lead to catastrophic results. Attackers with a set of user or admin 
passwords can wreak havoc on a system, and if they are careful, they can keep stealing information 
and other resources without being caught for a long time.  If the attackers are less patient, they can 
bring a system to its knees, which can result in millions of lost dollars and hours due to system 
downtime. 
 
Unfortunately, Mutandum has also forgotten the importance of passwords, and are leaving their 
system open to attack.  System managers have ignored the importance of having a good policy and 
not kept up with new technology, and management has neglected to enforce any kind of 
consequences for violating the policy. (Refer to Appendix 1.1 Assumptions) 
 
Threats: 
The issue of vulnerabilities and threats are closely related, as vulnerabilities in the system means a 
threat isn’t far behind. Given the level of importance of Mutandum’s research, its proprietary 
information, and its collaboration with people in six other countries, the financial loss of an attack 
could be catastrophic.  Attackers with access to working passwords can get into a system and steal 
information about the drugs that have been developed, financial data, strategic information about the 
market, and any number of other pieces of information. (Refer to Appendix 1.1 Assumptions)  
 
Risk Identification: 
Prior to establishing a formalized password management policy, all possible risks must be identified; 
as this identification leads to better risk aversion. Without recognizing these risks, Mutandum leaves 
their information assets open for future attacks or breaches of information. Specific areas of risk 
include events at the corporate office and research centers (national and international), the large 
workforce, information technology tools, and external and internal risks.  The affected items of these 
risks involve hardware, software, networks, competitive knowledge, and stakeholders.  The new 
password management policy will consider these top identified risks. 
 
Mutandum maintains a global presence with locations in the United States of America, Canada, 
Germany, Argentina, Japan, Australia, and Sweden. Throughout these locations, Mutandum’s 
employees have access to vital information.  Mutandum’s implementation of the reformed password 
policy will also require tedious security education and awareness training (SETA) for all employees. 
Understanding the variables at all offices and research centers, prior to the password management 
policy’s construction, will increase corporation conformity and stakeholder acceptance across all 
locations. 
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Within Mutandum’s corporation, a total of 1,800 (Tucson - 990; La Jolla - 560; Charlottesville – 
250) employees exist in the United States office and research branch locations.  In addition, 
Mutandum allows oversea institutions access to their servers and vital information; adding to the 
mentioned total number of employees. This poses numerous risks upon failure of introducing a 
password management policy. Establishing a SETA program tailored specifically to full-time 
employees and institutions will reduce the associated risks. Understanding each user type’s access 
credentials and available information aids by reducing the possible risks. 
 
Employees have access to information using various types of technology, which may include a 
desktop, notebook, smartphone (iPhone, Android, etc.), and more.  Risks arise from improper 
management and usage of these tools.  As we address later in this report, there is a specific risk 
associated with logging onto the internal infrastructure or failure to log off from a desktop or 
notebook. Understanding each tool’s proper and improper uses shall be noted in the password 
management policy. The establishment of policy regarding these tools further secures Mutandum’s 
infrastructure and future directions. 
 
The environment at Mutandum contains internal and external risks, which need to be addressed by a 
policy. As previously mentioned, an employee may leave an open terminal unattended.  Social 
engineering is another internal method of attack faced at Mutandum. From an external side, 
combining multiple access credentials in order to access the internal infrastructure will fully-improve 
the password management policy.  These identified risks must be implemented in the revised policy. 
 
Solutions 
 
Keeping in mind that threats can be both internal and external, it is important to take appropriate 
measures that will prevent such threats from being exploited.  
 
Internal: 
When employees log onto the system, the log in process should require at least two different factors 
of identification to authenticate authorized users. These solutions are called two-factor 
authentication.  There are different solutions, including biometric validation or challenge questions, 
but one of the best uses hardware devices called cryptographic tokens.  In order to log onto the 
system, not only would a user have to know their password, but they would also be use a hardware 
device, called a token, to obtain an alphanumeric code. This code must also be inputted when a user 
logs in, and ensures that they not only know the password, but they have the specific token they were 
issued, and the two must match. The codes are only valid for a specific amount of time, and an 
incorrect or old code can lock a user out of the system, or at least notify a member of the information 
security team.  We can implement these tokens and the authorization servers for a reasonable price, 
and each employee just has to carry their token with them, or we could integrate them into an ID 
card. 
 
Another way to protect the system from potential threats would be to force employees to log off of 
their computers when they walk away from their workstation. Besides having employees log off 
their computers, the system could automatically log off employees when there hasn’t been any 
activity for a certain amount of time.  
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Another policy that should be implemented is one that would prohibit employees from accessing the 
system from home or anywhere outside of the facilities as well as prohibit them from bringing in 
devices from home, and then connecting them to important information resources without proper, 
prior clearance from the security team.  The team could determine whether an employee needs 
access from another devices, and then ensure that device is ready to connect to the network. 
 
In especially secure areas (like research labs), certain devices should be prohibited altogether. These 
devices would include laptops, any kind of data storage, and phones with cameras.  By implementing 
this policy, the company would be able to protect its information assets while the employees are 
working at the facilities, as well as if they are leave their job.  In the case that employees are 
terminated or leave the organization, there needs to be a policy that would ensure that these 
employees do not take any information with them. The policy could, for example, make sure 
employees are accompanied off the premises, to make sure they don’t take anything with them.  The 
policy should be to change their passwords while they are being terminated, and escort them off the 
premises. 
 
External: 
The best method to prevent an external threat from penetrating the system, such as a hack, would be 
to have employees regularly change their password.  Employees should also use complex passwords, 
capital letters, and punctuation marks are important, but a longer password that is easier to 
remember is better. 
 
A good password should be at least 10 characters long, and the best way to create a good password is 
to force the user to pick a different password that isn’t similar to one they have used in the past. The 
easiest way to create a strong password is to come up with several different words that are unrelated, 
and combine these into a strong password. Computer programs designed to break into a system can 
guess passwords with numbers and capitals just as easily as they can with lower case letters. A firm 
policy should be put in place, and users should not be able to create weak passwords, and they 
should be required to change their password on a fairly regular basis (every 6 months for sensitive 
areas, 1 year for other areas). 
 
Again, preventing employees to access the system outside of the facility (for sensitive information) 
and preventing employees from bringing in any devices to sensitive areas will reduce the possibility 
of an external threat.  
 
With all of these changes, there also needs to be a training program to let employees know about the 
new system, and to train them on why security is important.  Required training should start with 
management, and then employees with access to the most sensitive data.  In the program, employees 
should be taught how to create a good password that is varied, and contains characters and numbers, 
why they shouldn’t do things like writing passwords on sticky notes, and how to use the 
cryptographic tokens.  (Refer to Appendix 1.3 Suggested Policy) 
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CIA Clarification 
 
Confidentiality: 
Confidentiality plays a big rule in terms of password management and security. The issue that 
Mutandum is having with people losing passwords, and the attackers breach into its systems displays 
a huge lack of confidentiality awareness within the company as a whole. Updating the outdated 
password policies and adding a cryptographic token system should eliminate most of the 
confidentiality problem. The cryptographic tokens require more than one authentication process in 
order to log in into the system, which reduces the threat of a lost or stolen password. Employees 
should also be educated about the importance of keeping information confidential, and SETA 
training about why security in general is important. The information we hold includes evidence for 
government agencies, medical records for paternity testing, and even people’s genetic information, 
so it is of the utmost importance that we protect this information. 
 
Integrity: 
The integrity of the system means that people should be unable to change any part of the system 
without being authorized to do so, and should not be able to do so undetectably.  One of the main 
reasons for passwords is so that unauthorized users cannot gain access to a system, and for ensuring 
that changes made by a user’s account were actually made by that user. Mutandum, at this point, has 
a lax or ignored password policy that makes tracking and keeping the system secure impossible, so 
creating policy that does not allow employees from accessing the system at home or anywhere 
outside the workplace could strengthen the integrity of the system. One important addition to the 
password policy is changing the password of employees who would be fired and/or minimizing their 
authorization status in the system could protect the integrity of the system from corporate espionage. 
 
Availability: 
The work that Mutandum is doing requires that data on the system be consistently available for 
researchers and other users. Thus, it is absolutely crucial that the password policy does not hinder 
with the availability of the system. There should be better password management and planning on 
the systems managers and administrators end. Employees should be taught how to create a good 
password that contains characters and numbers, but also memorable to avoid having passwords 
written on sticky notes for example. Furthermore, the passwords should be periodically changed to 
avoid compromise or suspicious network attacks. 
 
While it is indirectly related, having the password policy tightened up to Mutandum incident 
response procedures or disaster recovery plan can better integrate the system together and shorten 
the system's downtime in case of a disaster. 
 
 
 
 
 
 
 
 
 



	   Mutandum	  InfoSec	  -‐	  Password	  Policy	  -‐	  7	  

Residual Risk Identification 
 
The ability to stop all possible risks proves to be extremely unlikely. Therefore, it is important to 
identify any residual risk (risks leftover post-implementation of the solution).  
The enacted password management policy will be analyzed to predict any future residual risks.  In 
regards to Mutandum’s password management policy, specific residual risks will be weighted in 
terms of acceptance and risk tolerance levels. While looking at the residual risk, the combination of 
threat, vulnerability, and the affected asset(s) are gathered; these residual risks are brought in line 
with Mutandum’s organizational risk appetite. 
 
As analyzed, the overall residual risk rating (0-100) varies from 16.7 to 40.  The variables included 
that compose the residual risk rating include the level of threat, vulnerability, and asset.  Each 
identified residual risk involved thorough examination to assign a particular numerical value to each 
variable.  Once the three levels are completed, the numerical values are averaged into the overall risk 
rating.  The overall risk then leads into the acceptance level of either high, medium, or low based on 
their rating.  In regards to all of the residual risks identified, Mutandum does not contain any high 
level risks.  Regardless of their acceptance level, Mutandum must still include specific measures to 
act swiftly in the case of a risk occurrence (i.e. IRP, DRP, BC, etc.). 

 

• Medium: 
o External Attackers (60.0) 
o Natural Disasters (44.2) 
o Failed SETA (40.0) 
o Internal Attackers (40.0) 

• Low: 
o RSA SecureID Failure (24.2) 
o Electrical Outage (21.7) 
o Token Loss (18.3) 
o Forgotten Password (6.7) 

(Refer to Appendix 1.2 Residual Risk Chart) 

Cost Estimates 
 
Overall, an exact cost estimate is hard to precisely determine.  The cost of educating users on the 
new password protocol is variable, but it will certainly cost the company time and money as people 
sit in classes or go through additional training. 
 
There is also an additional cost of implementing the new hardware for the two factor authentication 
process, and buying new server space to handle the load of the cryptographic tokens, and the new 
process. Thankfully, these costs can be more precisely predicted. 
 
There are about 1800 employees at Mutandum, spread across the three main offices.  There are also 
a number of researchers, but without exact numbers it is hard to predict how many tokens we would 
need to provide.  Let’s assume that we have at least the 1,800 employees listed, plus an extra 10% as 
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a buffer, so we will round up to 2,000.  
 
The industry leader for cryptographic tokens and the associated software is .  Their RSA division 
sells tokens based on the RSA algorithm, and they are the industry standard for two-factor 
authentication.  There are other solutions available, but we would recommend using the RSA 
SecurID system.  For 2,000 employees, with the hardware (tokens), server licenses, hardware 
replacement for 3 years, and 2,000 user licenses, the total cost would be $213,241.60.  If we spread 
out the cost over the years, this is an annual cost of about $71,100 per year. 
 
Based on this price, we would have to purchase another server, or find space on an existing one to 
host the authentication software.  It is not resource intensive, but it does need to be available at all 
times, and be very secure. This is a one-time investment, with the possibility for the repair or 
upgrade during the three years.  

 
Potential Metrics 
 
It is important to create metrics that are SMART, and that we can measure easily and fairly 
frequently.  The best and most obvious metric to measure success is monitoring whether there are 
any detected password breaches, and whether there are any problems as a result. 
 
Less obvious but equally important metrics include measurements of how aware users are about their 
password security and about keeping their tokens secure.   Tests about information security, testing 
in the workplace, or creating a method to measure awareness that is included in annual reviews 
could all be implemented. 
 
One could also measure how effective the new password creation measures are, and how hard those 
passwords are to find or crack.  Penetration testing with access to a token or a password could be 
undertaken, and there should be an ongoing effort to ensure that policy is being followed in all areas 
of the company. 
Security is limited by the users, so employees could have an excellent password, but as soon as they 
write their passwords down on a sticky note in front of their monitor, all pretense of security is gone. 
 
Conclusion 
 
Corporate Goal Coupling: 
Overall, we know that there is a problem with the current password system and that if we don’t do 
something about it, the problems we have been having will only grow worse.  Mutandum’s goal is to 
provide knowledge and solution about the health problems plaguing humanity, but without the 
ability to protect its information and turn a profit, Mutandum won’t be around long enough to help 
anyone.  The information we hold includes evidence for government agencies, medical records for 
paternity testing, and even people’s genetic information. 
 
This move to a better password policy, and the cryptographic tokens also mean that not only will 
data be more secure (as is outlined in Mutandum’s goals), but it will vastly improve data integrity 
and confidentiality.  This system will create a single sign-on method, and users with different roles 
will be separated in the system. 
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Data leakage, if the passwords are secure, and the automatic log-off procedures are put into place, 
will be greatly reduced, and the SETA training we will integrate will increase the entire 
organization’s awareness.  The standards and policies set in place will be enforced as well. 
 
This move to a better password policy, and the cryptographic tokens also mean that we can use them 
as authentication factors for all sorts of different cloud technologies, as the company seeks to 
become more green.  The proposed system will go a long way towards making Mutandum more 
competitive, more secure, and more profitable. 
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Appendix 
 

1.1 Assumptions: 
 
●       Mutandum does not only store information pertaining to the medicine in their system, they 

store a wide range of information.  
●       System managers did not care or bother with the changes in technology platforms over the 

years and did not take users consideration into serious effect, which resulted in this 
overarching problem. 

 
1.2 Residual Risk Chart: 
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Appendix 1.3 Suggested Policy: 

Mutandum Password Policy 
The	  following	  password	  policy	  is	  intended	  to	  be	  followed	  by	  all	  users	  of	  the	  
system,	  including	  all	  staff	  at	  Mutandum,	  collaborating	  Universities,	  and	  labs.	  	  	  

When	  creating	  your	  password,	  be	  sure	  to	  include:	  

• Lowercase	  and	  Uppercase	  Letters	  
• Numbers	  
• Symbols	  
• Length	  10-‐12	  

When	  accessing	  the	  system,	  you	  will	  need	  to:	  

• Use	  a	  hardware	  device	  known	  as	  a	  token	  
• You	  will	  obtain	  an	  alphanumeric	  code	  
• Use	  this	  code	  to	  complete	  system	  log	  in	  
• Passwords	  are	  to	  be	  changed	  every	  month	  

When	  at	  the	  facilities,	  you	  are	  to:	  

• Log	  off	  the	  system	  while	  away	  from	  your	  workstation.	  	  	  
• Never	  enter	  password	  information	  when	  anyone	  is	  in	  your	  workstation	  
• Never	  linger	  around	  other	  employees’	  workstations	  

When	  entering	  and	  leaving	  the	  facilities:	  

Employees	  are	  not	  to	  bring	  any	  electronic	  devices	  into	  the	  facilities	  or	  any	  
hardware	  with	  storage	  capabilities.	  	  The	  system	  is	  to	  be	  accessed	  through	  
authorized	  devices	  found	  in	  the	  facilities.	  	  Just	  as	  no	  devices	  are	  to	  be	  brought	  
in,	  no	  devices	  with	  information	  are	  to	  be	  taken	  out	  of	  the	  facilities.	  	  You	  are	  
never	  to	  access	  the	  system	  outside	  of	  the	  facilities.	  
	  

All	  employees	  are	  to	  attend:	  

All	  training	  sessions	  pertaining	  to	  security	  awareness	  


